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1. Introduction

This is a step by step guide for deploying Tech Data SQL Server on Red Hat Enterprise Linux
(RHEL) Server in an Azure CSP subscription that was purchased through the StreamOne
Portal. Prior knowledge is required with SQL Server, RHEL Server, and Microsoft Azure. In
depth training on these technologies is outside of this guide. Most of the Figures and some
technology definitions provided in this guide are extracted directly from Microsoft online official
documentations (https://docs.microsoft.com), if necessary some definitions are modified for
simplicity. Screenshots are taken as an example.

SQL Server on Azure virtual machines enables you to use full versions of SQL Server in the
Cloud without having to manage any on-premises hardware. SQL on Red Hat Enterprise Linux
(RHEL) includes a SQL Server 2017 image installed on a Red Hat Enterprise Linux 7.4 and
with different version options:

Enterprise edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

Standard edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

Web edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

Free Express edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

Free Developer edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

YV VVY

Azure virtual machines run in many different geographic regions around the world. They also
offer a variety of machine sizes. The virtual machine image gallery allows you to create a SQL
Server VM with the right version, edition, and operating system. This makes virtual machines
a good option for a many different SQL Server workloads.

Although itis not a PaasS solution, it provides several advantages such as automated patching,
automated Backup high availability, instant scaling, pay for what you consume, and high-
availability.

The solution provides a validated pre-architected design with the recommended configurations
and the necessary assessment to choose the right version and facilitates SQL Server
deployment. It also provides the necessary deployment documentation and the Performance
best practices for SQL Server in Azure Virtual Machines. Everything is deployed with a simple
click.

Installing SQL server on Azure VMs as an laaS have several advantages mainly in terms of
cost reduction and administration burden as described in Figure 1.
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On premises Hybrid Cloud
NG
Shared /
Lower cost
Platform Software
as a service as a service
Infrastructure Azure SQL Database
as a service Virtualized Databases
SQL Server in Azure VM
Virtualized Machines
Physical SQL Server Private Cloud
Virtualized Machines + Appliances
E@ SQL Server
Qedicated Physical Machines (raw iron) Off premises
Higher cost
Higher administration Lower administration

Figure 1. Advantages of SQL Server as an laaS

A brief description of each image is provided as follows:

Enterprise edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

This image contains the full version of SQL Server 2017 Enterprise edition on Red Hat Enterprise
Linux 7.4. SQL Server 2017 represents a major step towards making SQL Server a platform that
gives you choices of development languages, data types, on-premises or cloud, and operating
systems by bringing the power of SQL Server to Linux, Linux-based Docker containers, and
Windows.

After provisioning, please run $sudo /opt/mssqgl/bin/mssql-conf set-sa-password to configure SQL
Server.

Standard edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

This image contains the Standard edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4.
Standard edition provides core data management capabilities for medium-size transactional
processing.

After provisioning, please run $sudo /opt/mssql/bin/mssql-conf set-sa-password to configure SQL
Server.

Web edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

1 —
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This image contains the Web edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4. This
provides a low-cost database solution for medium-size web applications.

After provisioning, please run $sudo /opt/mssql/bin/mssql-conf set-sa-password to configure SQL
Server.

Free Express edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

This image contains the Express edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4.
This is a free (no SQL Server licensing cost) database system for lightweight applications. It
includes the core database engine, limited to 1 GB memory and 10 GB storage, and Management
Studio for integrated administration and development.

After provisioning, please run $sudo /opt/mssql/bin/mssql-conf set-sa-password to configure SQL
Server.

Free Developer edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4

This image contains the Developer edition of SQL Server 2017 on Red Hat Enterprise Linux 7.4.
This free edition (no SQL Server licensing cost) includes all the functionality of Enterprise edition,
but it is licensed for development and testing only, not production. It provides comprehensive
capabilities for mission-critical transactional processing, data warehousing, and real-time
business intelligence.

After provisioning, please run $sudo /opt/mssql/bin/mssql-conf set-sa-password to configure SQL
Server.

Enterprise Standard Express Developer
Mission critical high availability End-to-end database security Development and management Build, test, and demo apps in
with Always Encrypted tools non-production environments

Enhanced in-memory
performance Enhanced in-memory Free to use (no software costs) Free to use (no software costs)
performance for all workloads

Faster performance with Adaptive All Enterprise Edition features
Query Processing Basic reporting available
Unparalleled data security Basic analytics

End-to-end mobile BI with rich
visualizations on all major
platforms

In-database advanced analytics
built-in at scale with R and Python

Figure 2. SQL Server Version Comparison
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2. Deploy in StreamOne Cloud Marketplace.

» Connectto StreamOne Cloud Marketplace and search for the Microsoft Azure SKU in Most
Viewed, browsing by Categories or Vendor, or directly searching for it in the upright search
field

Reseller Resource Center | Reseller Portal | Contact | Cart &

STBEAM NE

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller

Browse By Categories Browse By Vendor

@ BitTitan D ﬁzwud /

Office 365 automated assessment, - :
migration and deployment

Better margins for you, better experiences
for your customers

i
| T— S
Notifications

Dear reseller, We are pleased to announce that StreamOne is now live in Slovakia. With this addition the
platform reaches now 17 European countries, strengthening the TD Cloud presence in Europe.

>Go back to Tech Data

Explore Resources

Office 365 Enterprise SaasS UAT TEST Sprint 3.30 SaaS

Microsoft Microsoft >Reseller Portal
Office Application Cloud Storage
Microsoft Azure 1aaS/PaaS | Automation_MSP_Listing_FIN SaaS
Microsoft oneQATest
~ Cloud Storage
Kéayttéohjeet

BitTitan Cloud Enablement Services SaaS || Microsoft Annual Billing Saas y ] .
BitTitan Microsoft kohta kohdalta suomeksi!
Encryption Email Archiving
Automation Listing FIN SaaS | Cisco Spark — Prepaid Annual SaaS
oneQATest Cisco
Migrations Tools Communications
Cisco Spark— Monthly SaaS | Intercompany Test SaaS
Cisco IBM Softayer US ER
Communications Cloud Storage

MANUAL

> Click on Microsoft Azure

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 7
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Reseller Res

Demard

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY El TILAUKSIA

Change Reseller

Home Browse By Categories Browse By Vendor

PRO T SEARCH RESULTS FOR "Azure’

icrosoft Azure
Microsoft Azure is a market leading eloud platform that enables you to -
quickly build, deploy, and manage applications across a global network EECELR R s |

of Micresoft-managed datacentres. Microsoft provides Cloud

nfrastructure as a Service, Application Platform as a Service, and
Cloud Storage Services

laasPaas

\With Tech Data, you can sell the complete Azure experience. This
covers everything from assessing clowd readiness to spinning up a WM
instamce. and migrations to ongoing management of assets. Tech Data
hawve partnered with MetEnrich allowing resellers to offer white-labelled
services for Azure.

Details Screenshois

> You will then be able to browse the different skus, Click on "ADD TO CART" button of
registration SKU

Shop by Product Name
Search: [ Clear Filters Display: 10
Name ¢ Register
Azure Backup
TD# SK8398 MFR2: td-backup-on-ms-azure o
Azure Registration - For Sandbox testing
TD# SK35380 MFR#: td-on-ms-azure e
Azure Site Recovery
Azure Site Recover
TD# SK8339 MFR#: td-site-recovery-ms-azure e
Azure SQL DBaaS
TD# SK2401 MFR#: id-sgiserver-ms-cloud -
Azure Storage
TD# SK&400 MFR#: td-file-storage-ms-azure-std -
Azure -Virtual Machine
TD# SK35322 MFR#: MS-AZR-0146P22
Backup On Azure Production I} +\
TD# SK35316 MFR#: td-backupp-on-ms-azure —
NetApp Cloud Volumes S\
TD# SK35323 MFRE: MS-AZR-0146PM e
Red Hat OpenShift L\
TD# SK35327 MFR#: MS-AZR-0146P O
Small Business Cloud Server v2 -
TD# S5K35343 MFR#: azure-shcsv2-uk-sku s
Showing 1 to 10 of 11 entries
First | | Previous | 83 | 2 | | Next | | Last

> Click on "View Cart" button

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 8
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@ Item Added to Cart

The item was successfully added to your cart.

Cart: 1 tem

Azure Account Creation Based On
Usage

> Click on 'Proceeed to Checkout' button

Your Shopping Cart

Quantity Date Added Product Number Product Details Payment Details
07/05/2018 TD#: SK838T Microsoft Azure Per month, Baszed on Bazed on | Remaove
Mg MS-AZR- Azure Account beginning on: Usage Usage
0145P Creation Details 27/05/2018*
Total €0,00

*** The prices shown here are subject fo change. See the Order Summary page at fime of checkout for the actual unit pricing.

Qur billing cut date is by the 27th of each month. Your account will be activated from the day of purchase and you will be
charged on a monthly basis depending on your consumption. You can cancel the subscription at any given time from the
Reseller Portal.

There is currently no end user assigned to this order. Click "Proceed to Checkout' to assign one.

I PROCEED TO CHECKOUT
CONTINUE SHOPPING SAVE FOR LATER CREATE QUOTE

» Fill End User information or select any end user using your email and click on "Continue
to Configuration” button

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 9
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f Checkout
inwith 1D: | Log Out

STREAM&:?NE

Cart End Customer Info Azure Settings Configuration Payrnent Surmnmary Complete

< Return to Shopping () sales and Customer Support: +358 201553 694

(¥) End Customer Info

The following products require end user information: “indicates a required field

= Azure Account Creation

Please select or enter an end user for the products above:

Select From Address Book

Company Name:*
[ Techdata France ]

First Name:* Last Name:* Title/Position:
[ William ] [ Matyas ] [ Cloud Architect

Phone Number:*
[ 0033682323069 ]

End Customer Email=* @ This email address MUST be associated with the end
] customer domain to set up the account property. IF

[ william.matyas@techdata.com thi

Confirm End Custorner Email:*

[ william.matyas@techdata.com ]

Address Line 1:*

[ 142 avenue de Stalingrad

Address Line 2:
L 1

Configuration page should be displayed.

Fill in your Microsoft Partner Network ID.
Click on Create a New end customer Microsoft account button.
Enter any unique domain hame and click on Check Availability button.

1 —
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Cart End Customes Info Configuration Paryrvent

< Return to Shopping

Microsoft Partner Network ID

Please verify your MPN ID-*

4993596 Commex

End Customer Microsoft Account

‘Which end customers Microsoft account would you like to use
for this order”
n Transfer an Advisor, Open, or Trial account

u Create 2 New end customer Microsoft account

Please enter 3 new primary domain name:
S

azrhos11td onmicrosoft.com

Change

u Existing end customer Microsoft account

Semins 3

(§.‘ The End Customer {ryanberger@techdata com)

Q | would like to specify a custom account email address

Select "The End Customer email” radio button from the "Account Administration" module.
Or select "l will administer the account" radio button from the account administration module and
enter the Delegate admin email ID.

Click on "Continue to Payment" button.

Click on "Continue to Summary" button.
Verify the information shown and click on "Place Order" button.

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 11
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Cart End Customers Info Configuration Paymmeant Sammemary Complets
< Return to Shappng J Zale: and Cuszomer Support: 344 1256 JR8 050
(+) End Customer Information Charge  (+) Configuration Change

Ryan Berger's Burgers Microsaft Account Domain:
arrhas11td onmicrosoft.com
Ryan Berger
BB York Credentials will be sent to:
155t Peters Grove ryanberger@techdata.com
York, YO30 6AQ, United Kingdom
ryanberger@techdata.com
(2 Order Summary Edit Cart
Quantity Product Price Each Total
1 Red Hat OpenShift Basedon Basedon
Usage Usage
Red Hat OpensShift

You will be billed based on account usage

Have 2 promo code?

&=

Total £0.00

! Payment Method Chanze (4] Terms and Conditions

Reseller PO Number: " I have read and agree to the Reseller

1234 Marketplace Terms*

Payment Method:

T ¥ +" I have read and agree to Viendor Terms For
erms

Microsoft”

Your order should be complete.

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 12
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@ Order Complete

Order #5000186103

Thank you for your business.

Return to Shopping

Your order is currently being processed.

Ta check the status of your order please visit the Reseller Portal and view Order Tracking

When we have completed processing your order:

« An email will be sent to your end user with getting started instructions,

Order Date: 07-05-2018 12:34 PM CEST

Reseller PO #: 123456789

Sold To:

TECH DATA FINLAND OY EI TILAUKSIA

End Customer Information:

Techdata France

TALLE ASIAKASNUMEROLLE SOKERILINNANTIE11C William Matyas

ESPOQ, 02600 FI
Q099900909
S510QATestingEmail@techdata.com

142 avenue de Stalingrad
Colombes 92700

France
william.matyas@techdata.com

ltems Purchased

1 MS-AZR-0145P  Microsoft  Azure

Account Creation 07/05/2018 Basedon  Based onusage
usage
Total €0,00

Return to Shopping

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE
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You should receive an email with your Microsoft Subscription Information:

0soft

d Service Provider

Debr Willlam Matyas.
Your Microsoft account has been setup.

Please continué to hitps:/login.micresoftonline.com and login with the userame and password below far your Office 365 subscriplions
For Azure, please use hitps:/iportal.azure.com/

Username: admin@viliamlestocp.cnmicrosoft.com

Password; *+= .

Your Subscriptions:
Name Quantity

Azure Account Creation B

And  another email regarding the deployment of your Azure Bundle:

Bm Microsoft Azure

Hi!

Your Azure Bundle has been deployed!

This is to inform you that the Azure Bundle has been deployed successfully. Please
find the details below.

Sales Order Details

Sales Order #: S000186148
Reseller PO: test

End Customer PO:

Account Number: 0000345802

End Customer Email: william.matyas@techdata.com

Bundle Details

Bundle Name: Red Hat OpenShift
L . 475e5e96-bf99-4ab9-ab76-
Subscription Id: a9d5Tbfd9a32

Datacenter Location: West Europe

Credentials

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 14
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Now click on Reseller Portal, then Customer Admin. Look for your Customer and click on
laaS/PaasS.

Reseller Resoi ce Center | Reseller Portal | Contact | Car

D TechData StreamOne

You are currently ordering for Aida adzinovic of Tech Data  Change Reseller
Home Browse By Categories Browse By Vendor

Welcome Tech Data 703212

Home Page
Customer Admin
Orders
Insights
Show entries Search: | lyan b
Company $ Email $
_. b ] [0 | oonseners s ) | o
Address Book [ saas I | rsaspaas | I[ Biing | [ ouotes | [ cCompanyinfo | [ cams |
Opportunities Showing 110 1 of 1 entries (Filtered from 37 total entries)
First | | Previous ' |17 | Next| | Last
My Profile

Then Click on Modify:

both
infrastructure-
as-a-service
and
platform-...

16/01/19 S000260371 |StreamOne |Microsoft | MS-AZR- SK7608 azrhos11td Azure 1
05:52:PM CET
Modif;

Sandbox 0145P Account

Creation

Microsoft's L
cloud

platform, an
industry
leader for
both
infrastructure-
as-a-service
and

platform-

Showing 1 to 12 of 12 entries
First | | Previous | (1 | Next | | Last

Cancelled laaS/PaaS$ Applications

1 —
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ick to Configure”:

YYou are currently ordering for Aida adzinovic of Tech Data  Change Reseller

Home  Browse By Categories ~ Browse By Vendor

Welcome Tech Data 703212
Home Page

Orders

Address Book m

Status of Subscription Current Billing Cycle Current Budget Subscription Usage
Active 12/01/2019 - 11/02/2019 £0.00 £0.00

Disclaimer: Data updates every
24hours

Usage Threshold Notification at: 0% ([

Reseller Information End User Information
Reseller 1234 End User PO#

jer's Burgers

ouse, Oxford Road Chineham Business Park

30 6A
ryan ber
35265023

Subscription Settings
Domain: azrhos11td

Subscription name: Microsoft Azure ([[XJ

Need to access your end Q
user's subscription

Click the View steps oplion below
for more information on how to get
started

Order # Vendor Name Delegate Manage Status Created On Modified On

o EE -

S000260371  Micro 019
Sandbox

22 PM CET

View Steps

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 16
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Information related to selected bundle should be displayed.

Location

Select data center location

North Europe

Resource Group Name

azrhos11td

Basic Information

Admin username

redhatadminl

Admin password

Confirm password

SSH Private Key

MIICJQIBADANBgkqhkiGOWOBAQEFAASCA]l8wggIbAgEAACGBAKRMVZ/DZIS57pctE jmipz10/g+8w
siZzX9Wa10kejtD6Iu2cWEZGWSmgMR+TfaqUH2XodzqjMnsVABV+hqcgyPWBsDQImIE/KUeoF413
rdAAMCSgTgXxMONSbRmral1gVVzh/Vx195RogvGUfaF iAnNgxcn9w88XEOVAQ8q2R16qzAGMBAAEC
gYEANEt2]/d5SEShcMhyo2qavB8acxfADzqS5tdARLNIZivKayQjgbbGRDGOKSSTR1igBbAWTKXYKV
4Z1vDbmmhomSwxQHNs 7tMdts+xeRdddWVay6SfDHUB+iPg6YGCtaeKpfqaCzMz 7hSxHES5sHZs Ltk
HkSVer1DM8nbg6gENO/ §IMECQQDprIwB+Zokiizw7pXCbXkZISTwjEhzhIFX6NNhDLT81YKDFpCK
p7IHOUQN4I3Qk1hnATILNKzLOF32ec/INYESAKEAtBtmOle+FEINVUMUVZubuXcIMgWQVPUQOWRF

mDl 2 LA TS /02 2ank ) v Tuna2T 9710 9N aml I0INERAVTC! RUCLT /RA1T AC Al Aldmens /AR LTI | e

Fill the Basic Information.
Please note that the Admin Username and the Admin Password will be used to access the
OpensShift Container Platform Console.

Select Location from location drop down and fill in the Resource Group Name.

1 —
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A SSH key pair will get generated and you need to copy and save the private key.

Once the OpenShift bundle is deployed in the Azure portal, you might need to use this Key to login
into the underlying VMs.

Enter Red Hat Subscription Manager credentials:

SSH Private Key

MIICAQIBADANBgkqhkiGOWOBAQEFAASCALBwEgIbAgEAAOGBAKRMVZ /DZIS7pctEjmipzI0/g+8w
siZzX9Wa10kejtDEIu2cWEZGWSmMEMR+TfaqUH2Xodz g jMnsVABV+hqcgyPW8sDQImIE/KUeoF413
rdAAMCSgTgXxMINIbRmralgWzh/Vx195RogvGUfaF iAnNgxcn9w88XEOVAQBq2R16qzAgMBAAEC
gYEANEt21/d5SEShcMhyo2qavBacxfADzq5tdARLNIZivKayQjgbbGRDGOKSsTR1igBbAWTKXYKV
4ZIvDbmmhomSwxQHNs7tMdt s+xeRdddWvay6S fDHUB+iPg6YGCtaeKpfqaCzMz7hSxHtSsHZs Ltk
HkSVer1DM8nbg6gENO/ jImECQQDprIwB+Zokiizw7pXChbXKkZISTwjEhzhIfX6NNhDLT81YKDFpCK
p7JHoUQN413Qk1hnAfILNKzLOF32ec/ INYESAKEAtBtmO1e+f6INVUMUV7 ubuXcIMgWQVPUQOWR F
mDL8UWULtS/y22gph2x1wne8T227)y20zggU920fbcYISLRHSWI /BO1dErK6Hmoy /VR3WZWSLLby
8JRxryplFEoyhNXg@gXaDj6mRa7348Um20gpplreaEOnTLWYSMEfLpSTEwWNBAKAXNSBAtZYRWPXO
HSWy9Diloutd2ET6H7qlQumiv2PknY/DyiNQ92wexqilew727XVUy61LUy1KUSER1CYiEOMDIAKAU
6fyAI1YDXmNczYyH]ydBm20WpImea0i8rvxshd4RXiWmuyvHQ38VywwHqL+qa7gkTa7ak jkn5QrXC
LgcadMuf

Private Key secured

;) Your SSH Private Key is required to logon to the Bastion instance directly.
= Please make sure to store your key in a safe place. It will never be displayed again and Tech
Data will keep no copy of it.

Check the box to proceed if you have secured your Private Key.

Red Hat Subscription Manager Credentials

Red Hat Subscription Manager username

Red Hat Subscription Manager password

Red Hat Subscription Manager pool 1D

SSH Private Key:

You will be given your Private SSH Key during the order of you OpenShift Container
Platform bundle. Please make sure you secure this key and store it in a safe place as
you will need it for SSH access to any of your instances. Your key will be displayed
only once and there is no way to recover it later on. For security reasons, Tech Data
does not keep a copy.

1 —
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Then, Click on Validate.
An API call will be hit from backend and validate the Red Hat Subscription Manager Username.
It will also retrieve the Red Hat Subscription Manager Pool ID.

Ked Hat Subscription Manager Credentials

Red Hat Subscription Manager username

william.matyas

Red Hat Subscription Manager password

LL L Ll 2l L]

Red Hat Subscription Manager pool 1D

Advanced Bundle Settings

% Deployment size

OpenShift duster pefix

openshift

Enable Container Native Storage

You can then select the Deployment Size.

OpensShift Cluster Prefix: Cluster Prefix used to configure hostnames for all nodes (bastion,
master, infra and app nodes).

Enable Metrics: Enable Metrics if you wish to deploy Metrics

Enable Logging: Enable Logging if you wish to deploy Logging

Enable Container Native Storage: Enable CNS if you wish to deploy an extra Gluster File Storage
for Container storage

Click on ‘Continue Configuration’ button.

1 —
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3. Connect to Azure Portal

Connect to the Azure Portal https://portal.azure.com with your credentials. You would need to
login using the same user name and password as the one created in StreamOne and what
was emailed to you.

Microsoft Azure

B8 Microsoft

Sign in

to continue to Microsoft Azure

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Figure 3. Sign-in to Azure Portal

You will then be connected to the Azure Portal. Go to Resource groups and choose the
resource group name in which the resources are deployed, it is the resource group name you
initially provided in Stream one.

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 20
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Home » Resource groups

Resource groups

o 4dd =2 Editcolumns () Refresh | ® 2s:ig

Subscriptions: Visual Studio Enterprise — MPN — Don't see a =1

Filter by name...

3 items

|| name

N | myResourceGroupl97506128

Figure 4.Resource groups list

After deployment, you would see the resources as follows

[\’] myResourceGroup197506128

Resource group

‘«

pel Eecrc."'.' (Ctri+/)

&) Overview

W Activity log
M Access control (IAM)
& Tags

Events

Settings
4 Quickstart
(‘. Resource costs
ma Deployments

1 Policies
= Properties

8 Locks

Bl automation script

Monitoring

L Insights (preview)

+ Add  EE Edit columns T Delete resource group 0 Refresh =& Move | L J¥E gn tags ]

Subscription {change) : Visual Studio Enterprise — MPN

TechData

D Cloud

Delete \ L Export to Csv

Deployments : 1 Succeeded

2

Subscription ID : d66f13b7-4a33-4d7c-9d5¢c-7b2650d5236
Tags (change) : Click here to add tags
Filter by name... ‘ | All types W | | All locations
&items I:‘ Show hidden types @
[] wame TYPE LOCATION
e_d sqlip Public 1P address West Europe

l sqlnic
e sqlnsg

g sqlrg_DataDisk_0

E& sqirgdiag620846402

g sqlvm

3 sqlvm_OsDisk_1_a7f29abl90efd4a73ae7c1d37058cd377

¢+ sglvnet

Figure 5.Resources within the provisioned resource group
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4. Connect to the VM

Since SSH is by default enabled in this solution, you can go to the RHEL Server VM (sqglvm)
and connect

Home > Resource groups > myResourceGroupl97506128 > sglvm

‘ “ Qe comect |tz QRestat Mstop % Capture @ Delete () Refresh

B overview . Resource group (change) : myResourceGroup197506128 Computer name : sqlvm

Status : Running Operating system : Linux
B Activity log

Location : West Europe Size + Standard DS12-2_v2 (2 vcpus
.
ch Access control (1AM) Subscription (change)  : Visual Studio Enterprise — MPN public IP address : 40.114.235.171
& Tags Subscription ID + d66f13b7-4a33-4d7c-9d5c-f7b2650d5236 Virtual network/subnet : sqlvnet/default
¥ Diagnose and solve problems DNS name : Configure

Tags (change) : Click here to add tags

Settings

2 Mohunrkinn

Figure 6.connect to Azure VM

Write down the required parameters to start the SSH session including Port number, Public
IP address, and the Login name (it is the same Login name you initially provided in stream
one).

Connect to virtual machine

sghvm

A To improve security, enable just-in-time access on this VM. =

RDP J 5S5H
Computer name : sglvm

Operating system s Linux To connect to your virtual machine via S5H, select an IP address,
optionally change the port number, and use one of the following

Size : Standard D512-2_v2 (2 vcpus, 28 € commands:

Public IP address 440.114.235.171 * [P addrece

Virtual network/subnet : sglvnet/default | Public IP address (40,114.235.171) ¥

DMS name : Configure
* Port number
| 22

Login using VM local account

ssl:tdmin-124-5140346fk41].114.235.1?1 | E

»

Figure 7. Connect using SSH

If you're running on Windows and don't have a BASH shell, install an SSH client, such as
PuTTY: https://www.chiark.greenend.org.uk/~sqgtatham/putty/latest.html

In Putty, add the server IP and the port number to initiate a SSH session.
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@ PuTTY Configuraticn ¥ 2
Category:
=~ Sg:ssiun | Basic options for your PUTTY session |
+ Logging Specify the destination you want to connect to
[=)- Terminal
. Keyboard Host Mame (or IP address) Port
- Eell 4011423511 22
- Features Connection type:
=1 Window i©)Raw ) Telnet ) Rlogin @ SSH () Serial
?;EEEFHCE Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours .
Default Settings
[=)- Connection Lo
- Prowy
- Rlogin
- 55H
- Seral Close window on exit:
() Always () Never @ Only on clean exit
| Mot ||  Hep Open || Cancel |

Figure 8. Initiate SSH session in Putty

If you are using SSH to connect to a server for the first time, you will probably see a message
like the one below which is a procedure to help against spoofing. If you are connecting within
a company network, you might accept by pressing “Yes” since spoofing attacks are unlikely.
For more details, refer to PUTTY User Manual:
https://the.earth.li/~sgtatham/putty/0.60/htmidoc/Chapter2.html

1 —
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PUTTY Security Alert i S
i The server's host key is not cached in the registry, You
= . have no guarantee that the server is the computer you

think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 256 doaf:9a:dd:0a:45:36:23:52:30:ff:e0:13:64:2%:bd
If you trust this hest, hit Ves to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection,

Yes | | Mo | [ Cancel ] | Help

Figure 9. Warning against spoofing attacks

Once opened the SSH session, you can access the server using your Login and Password,
the password you initially provided in stream one.

Fer admin-1248140346( i

Figure 10. Accessing the Linux VM in a SSH session

Verify that the service is running by running the following Bash command:
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systemctl status mssql-server

You should see the Active status running as shown in the Figure below.

@' admin-1248140346@sglvrm:~

The new virtual machine installs SQL Server with a random SA password. Reset this password
before you connect to SQL Server with the SA login. Change the SA password with the
following commands:

sudo systemctl stop mssql-server

sudo /opt/mssql/bin/mssql-conf set-sa-password

Make sure you save this password afterwards.

Restart the SQL Server service:
sudo systemctl start mssql-server

To allow remote connections, open the SQL Server port on the firewall on RHEL by running
the command below. The default SQL Server port is TCP 1433.

sudo firewall-cmd --zone=public --add-port=1433/tcp -permanent
sudo firewall-cmd --reload

Once again, verify that the service is running by running the following Bash command:

systemctl status mssql-server

5. Connect to the Database Engine
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At this stage, your SQL server is running and the firewall port is enabled and you should be
able to access the SQL Database Engine, you can use SQL Server Management Studio on
Windows. If you do not have a Windows machine to run SSMS on, consider the new Azure
Data  Studio (https://docs.microsoft.com/en-us/sqgl/azure-data-studio/what-is?view=sql-
server-2017) . It provides a graphical tool for managing SQL Server and runs on both Linux
and Windows.

SSMS is an integrated environment for managing any SQL infrastructure, from SQL Server to
Azure SQL Database. SSMS provides tools to configure, monitor, and administer instances
of SQL. Use SSMS to deploy, monitor, and upgrade the data-tier components used by your
applications, as well as build queries and scripts.

SSMS 17.9.1 is the current General Availability (GA) version of SSMS:
https://go.microsoft.com/fwlink/?linkid=2043154

Once downloaded and installed, open Microsoft SQL Server Management Studio 17

-~

Most used Windows Server

4 Snipping Tool 4
]

= 1 )_ _
Paint ‘>_ 5
Windows Windows
Server Manager  PowerShell PowerShell ISE

Microsoft SQL Server 20017

—.
Micri Microsoft SQL Server Management Studio 17 g E RVER GROUPS

Windows groups: 1 | Sern

Microsoft SQL Server Manageme... Administrat r... Task Manager Control Panel

3 B m

Event Viewer File Explorer

Search

Server Manager

Settings

Windows Accessories

Windows Administrative Tools

Windows Ease of Access

Windows PowerShell

Windows Suctem

o € m &

Figure 11. Open SSMS

You would be able to login into Database engine using SQL Server Admin account and
password via SQL Server Authentication, the SQL Server Admin account (by default SA) and
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password. The Password is the one you provided in the SSH session in the previous section
of this guide.

I_xh; Microsoft SQL Server Management Studio
File  Edit View Debug Tools Window Help

= |'{*jv - e #|J:E_‘|NEWQUE|'}' E@nu:ﬁnu| | - -

Object Explorer

Connect = ?

SQL Server

Login | Connection Properties I Additional Connection Parameters |

Server

Type the server name, or choose it from the drop-down list.

Servertype: ’Database Engine
Server name: 52.166.144.41

Authentication: ’SQL Server Authentication
Login:

Password:

[~ Remember password

[ Connect ][ Cancel H Help ][ Options <<

Figure 12.Login to the Database Engine using SQL server Authentication

Once successfully logged in, you would be able to access and administrate the Database
engine using SSMS.
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I_.¢,; Microsoft SQL Server Management Studio
File  Edit View Debug Tools Window Help

- |FI3' -2 IJ“|J:§'|NWQUEW B - '|@|

Object Explorer
Connect= ¥ ¥ (I

S TY 5216614441 (SQL Server 14.0.3048.4 -

Databases

Security

Server Objects

Replication

PolyBase

Always On High Availability

Management
8 50L Server Agent (Agent XPs disabl
[¥] XEvent Profiler

HE B

B BH BB

Figure 13.0Object Explorer in SSMS

6. Post-Deployment Tasks

After you have successfully deployed the solution, you can configure additional items, among
the:

6.1 Azure hybrid benefit

At this time, there are no BYOL Linux virtual machine images for SQL Server. However, you
can manually install SQL Server on a Linux-only VM.

You cannot switch from pay-per-second licensing to using your own license. You must create
a new Linux VM, install SQL Server, and migrate your data.

6.2 High Availability

Always On Availability Groups and Failover Clustering both require a clustering solution in
Linux, such as Pacemaker. The supported Linux distributions for SQL Server do not support
their high availability add-ons in the Cloud.

6.3 Size

The following VM sizes are selected for the provided versions:
» Standard DS12-2_v2 (Enterprise, Standard or Web)
» Standard_D2s_v3 (Free Express or Developer)

You can still scale up and change VM size after deployment from size section.
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Home » Resource groups * myResourceGroup496385002 » sqglvm - Size

@ sqlvm - Size
iy q

Virtual machine

« - —— )
D Search (Cirl+/) ‘ 2 |Se:.rcr'.' by VM size... X Clear all filters
3 Overview - ( Size:Small (0-4) @) [ Generation: Current @ ) [ Family : General purpose © ) [ Premium disk : Supported @) [ T,
B Activity log Showing 12 of 41 VM sizes. |  Subscription: Visual Studio Enterprise —MPN | Region: West Europe | Current size: Standard_DS:
-
M Access control (IAM) VM SIZE OFFERING FAMILY VCPUS RAM (GB) DATA DISKS MAX I0PS
& Tags
Blms Standard General purpose 1 2 2 800
XK Diagnose and solve problems
Bls Standard General purpose 1 1 2 400
Settings
B2ms Standard General purpose 2 8 4 2400
Z Networking
B2s Standard General purpose 2 4 4 1600
= Disks
i Bdms Standard General purpose 4 16 g 3600
B size
(2] Security D2s w3 Standard General purpose 2 8 4 3200
E.' Extensions Dds w3 Standard General purpose 4 16 g 6400
&% Continuous delivery (Preview) DS1 w2 Standard General purpose 1 3.5 4 3200
8] Availability set D52 v2 Standard General purpose 2 7 8 6400
= Configuration DS2 w2 Promo General purpose 2 7 g 6400
. Identity
D53 w2 Standard General purpose 4 14 16 12800
£ sQL server configuration
D532 Promo General purpose 4 14 16 12800

It Properties

Figure 14. Size SQL Server VM

6.4 Boot Diagnostics

By Default, Boot Diagnostics is enabled and captured serial console output and screenshots
of the virtual machine running on a host are stored in a general purpose v2 LRS Azure storage
account, which name is randomly generated.

You can disable or maodify this configuration from the section Support + Troubleshooting>Boot
Diagnostics> Settings
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Microsoft Azure

Home » sglvm - Boot diagnostics

@ sqlvm - Boot diagnostics

Search (Cir « O Refresh ﬁ Settings

i Backup
Screenshot  Serial log

i Disaster recovery

Updated: Friday, February 15, 2019, 1:24:27 PM UTC Download
Bl Update management

s% Inventory

Change tracking
B cConfiguration management ...
& Policies
i Run command
Monitoring
? Insights (preview)

Alerts
fis1 Metrics

Diagnostics settings
W Advisor recommendations
® Logs

%2 Connection monitor

Support + troubleshooting

Resource health

I Boot diagnostics I

Figure 15. Boot Diagnostics Settings

7. Architecture
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A

Microsoft

Azure '

ok [.;’J o

|

|

Li [

subscrlp ion |
Resdurce , H

| Virtual Network [E— ] '

| grdup ' [ N I — |

: == - :

I sQLonRHELVM  O° Data  piagnostics :
I i

| NbG Default Subnet :
| i

I [

Figure 16. Provisioned Architecture of the solution

8.BOM

= Linux Virtual Machine (on which SQL server is installed)
» Standard DS12-2_v2 (Enterprise, Standard or Web)
» Standard_D2s_v3 (Free Express or Developer)
= A Default subnet (address range: 10.0.0.0/24) within a virtual network
= Network interface card for the VM
= A Premium 1 TB SSD managed disks for Data
= A Premium 32 GB SSD managed disks for OS
= A Public dynamic IP address — Basic SKU
= Network security group: act as a firewall for the default subnet in which the VM is
connected
= Locally redundant V2 storage account for boot diagnostics

In addition, the Linux virtual machine images for SQL server automatically install most
packages for you. The following table shows which packages are installed for each

distribution.
Distribution Database Engine Tools SQL Server Agent Full-Text Search SsIs HA add-on
RHEL o o @ o o X
SLES o o @ @ X X
Ubuntu 9 @ & & @ @

Figure 17. Packages that come installed by default with the images.

1 —
SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE 31



TechData

D Cloud|

9. Limitations

The below Figure summerizes the common limitations when deploying SQL server on a Linux
VM as opposed to deploying it on a Windows VM.

[ ]

Editions Developer, Express, Web, Standard, Enterprise [
. Database Engine, Integration Services L ]
Services ) o ) )
R Services, Analysis Services, Reporting Services, MDS, DQS L]
Maximum number of cores Unlimited Unlimited
Maximum memory utilized per instance 24TB 1278
Maximum database size 524 PB 524 PB

Mission critical

Basic OLTP (Basic In-Memory OLTP, Basic operational analytics) [ ]

performance
Advanced OLTP (Advanced In-Memory OLTP, Advanced operational analytics) ]
Basic high availability (2-node single database failover, non-readable secondary) L ] [ ]
Advanced HA (Always On - multi-node, multi-db failover, readable secondaries) L ] [ ]
. Basic security (Basic auditing, Row-level security, Data masking, Always Encrypted) ] [ ]
Security
Advanced security (Transparent Data Encryption) ] [ ]
PolyBase? L ]
Data Basic data warehousing/data marts (Basic In-Memory ColumnStore, Partitioning, Compression) L ]
warehousing Advanced data warehousing (Advanced In-Memory ColumnStore) L]
Advanced data integration (Fuzzy grouping and look ups) ]
Windows ecosystem: Full-fidelity Management & Dev Tool (SSMS & SSDT), command line tools L ]
Tools
Linux/OSX/Windows ecosystem: Dev tools (VS Code), DB Admin GUI toel, command line tools L ]
Programmability (T-SQL, CLR, Data Types, JSON) ]
Developer
Windows Filesystem Integration - FileTable ]
Basic reporting, analytics & data integration L ]
Business Basic Corporate Business Intelligence (Multi-dimensional models, Basic tabular model) L ]
intelligence Advanced Corporate Business Intelligence (Advanced tabular model, DirectQuery, advanced data mining) ]
Mobile BI (Datazen) ®
. Basic “R" integration (Connectivity to R Open, Limited parallelism for ScaleR) L ]
Advanced analytics
Advanced “R" integration (Full parallelism for ScaleR) L ]
Hybrid cloud Stretch Database °

Figure 18. SQL Server on Linux vs SQL Server on Windows

The below are common references for features comparison, for more details please refer to
the official documentations at:

https://docs.microsoft.com/en-us/azure/sgl-database/sgl-database-paas-vs-sql-server-
iaas?toc=%2fazure%2fvirtual-machines%2fwindows%2fsql%?2ftoc.json#a-closer-look-at-azure-
sgl-database-and-sql-server-on-azure-vms
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SQL Serveron VM

You have full control over the SQL Server
engine.

Up to 99.95% availability.

Full parity with the matching version of
on-premises SQL Server,

Fixed, well-known database engine
version,

Easy migration from SQL Server on-
premises.

Private IP address within Azure VNet.
You have ability to deploy application or
services on the host where 5QL Server is
placed.

You nead to manage your backups and
patches.

You nead to implement your own High-
Availability solution,

There is a downtime while changing the
resources(CPU/storage)

Managed instance in SQL Database

High compatibility with SQL Server on-
premises.

99.99% availability guaranteed.

Built-in backups, patching, recovery.
Latest stable Database Engine version.
Easy migration from SQL Server.

Private IP address within Azure VNet.
Built-in advanced intelligence and security.
Online change of resources (CPU/storage).

There is still some minimal number of 5QL
Server features that are not available.

Mo guaranteed exact maintenance time (but
nearly transparent).

Compatibility with the SQL Server version can
be achieved only using database compatibility
levels.
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Single database / elastic pool in SQL
Database

The most commeonly used 5QL Server features
are available.

99.99% availability guaranteed.

Built-in backups, patching. recovery.

Latest stable Database Engine version.

Ability to assign necessary resources
(CPU/storage) to individual databases.

Built-in advanced intelligence and security.
Online change of resources (CPU/storage).

Migration from SQL Server might be hard.
Some SQL Server features are not available.
Mo guaranteed exact maintenance time (but
nearly transparent).

Compatibility with the SQL Server version can
be achieved only using database compatibility
levels.

Private IP address cannot be assignad (you can
limit the access using firewall rules).

Figure 19. Feature comparison among different SQL Database deployment options 1
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Azure SQL Database

Logical servers, elastic pools, and

single databases
Best for: New cloud-designed applications that
want to use the latest stable SQL Server
features and have time constraints in
development and marketing.

Teams that need built-in high availability,
disaster recovery, and upgrade for the
database.

Teams that do not want to manage the
underlying operating system and
configuration settings.

Databases of up to 100 TE.

Compatibility Supports most on-premises database-

level capabilities.

Azure SQL
Database
Managed Instance

New applications
or existing on-
premises
applications that
want to use the
latest stable SQL
Server features and
that are migrated
to the cloud with
minimal changes.

Same as SQL
Database.

Same as SQL
Database.

Same as 5QL
Database.

Supports almost all
on-premises
instance-level and
database-level
capabilities.
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Azure Virtual Machine
SQL Server

Existing applications that require fast migration to the
cloud with minimal changes or no changes. Rapid
development and test scenarios when you do not want
to buy on-premises non-production SQL Server
hardware.

Teams that can configure, fine tune, customize, and
manage high availability, disaster recovery, and
patching for SQL Server. Some provided automated
features dramatically simplify this.

You need a customized environment with full
administrative rights.

SQL Server instances with up to 64 TB of storage. The
instance can support as many databases as needed.

Supports all on-premises capabilities.
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Resources:

Total cost of
ownership:

Business
continuity:

Hybrid cloud:

You do not want to employ IT resocurces
for configuration and management of the
underlying infrastructure but want to
focus on the application layer.

Eliminates hardware costs and reduces
administrative costs.

In addition to built-in fault tolerance
infrastructure capabilities, Azure SQL
Database provides features, such as
automated backups, Point-In-Time
Restore, geo-restore, and failover groups
and active geo-replication to increase
business continuity. For more
information, see SQL Database business
continuity overview.

Your on-premises application can access
data in Azure SQL Database.

Supports SQL Server transactional
replication as a subscriber to replicate
data.

Same as S0L
Database.

Same as SQL
Database.

Same as SQL
Database, plus
user-initiated,
copy-only backups
are available.

Mative wirtual
network
implementation
and connectivity to
your on-premises
environment using
Azure Express
Route or VPN
Gateway.

Replication is not
supported for
Azure 50QL
Database Managed
Instance.
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You have some IT resources for configuration and
management. Some provided automated features
dramatically simplify this.

Eliminates hardware costs.

SQL Server on Azure WMs lets you set up a high
availability and disaster recovery solution for your
database’s specific needs. Therefore, you can have a
system that is highly optimized for your application.
You can test and run failovers by yourself when needed.
For more information, see High Availability and Disaster
Recovery for SQL Server on Azure Virtual Machines.

With SQL Server on Azure VMs, you can have
applications that run partly in the cloud and partly on-
premises. For example, you can extend your on-
premises network and Active Directory Domain to the
cloud via Azure Virtual Network. In addition, you can
store on-premises data files in Azure Storage using SQL
Server Data Files in Azure. For more information, see
Introduction to SQL Server 2014 Hybrid Cloud.

Fully supports SQL Server transactional replication,
Always On Availability Groups, Integration Services, and
Log Shipping to replicate data. Also, traditional SQL
Server backups are fully supported

Figure 20.Feature comparison among different SQL Database deployment options 2
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